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This operation will reset all settings to factory defaults

Do you want to continue? (y/n)

3 Sl 5 35 gl 8 I L ol Sledis U sl e 5 o33 LY S aelsl gl Y
tomelss 4 SAL s SY wer susw JSl y LSEY 05 8 s

ZJ&SJ‘)‘)‘)J{.})}M.}‘CLI‘}‘ 2

execute reset-sqllog-transfer
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Edit Log Storage Policy - ADOM : Branch_office_FGT

Data Policy
Keep Logs for Analytics 0 Days «
Keep Logs for Archive 365 Days
Disk Utilization
Maximum Allowed 1 B . Out of Available: 45 TB
Analytics : Archive 5% - 95% B Modify
Alert and Delete When 90%

Usage Reaches

*If analytic or archive log usages exceed the configured disk quota before the retention period
expires, the oldest logs will be deleted.
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Edit Log Storage Policy - ADOM : For_Branch_Office

Data Policy
Keep Logs for Analytics 60 Days «
Keep Logs for Archive 0 Days «
Disk Utilization
Maximum Allowed 1 B - Out of Available: 4.5 TB
Analytics : Archive 95% 5% B Modify
Alert and Delete When 90%

Usage Reaches

*If analytic or archive log usages exceed the configured disk quota before the retention period
expires, the oldest logs will be deleted.
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System Settings> Network.

335 0 00ls il System Network Management Interface .

System Network Management Interface
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S0 4 Qg ol ASb e sl 4 by e foes!
Email
Sad e ols ol 58 -
QJ}JQQ_,I.« d‘l‘ ! wﬂe\ebﬁf&ib'ojw
Phone
D g _g0d 03la u;'lL"-’ U"J’ o=
Trusted Hosts il oo sl ol b Las e 45 Trusted host

oot Sbu!

°)J§j;>'Lj,}-L:'L’M‘J‘;elswaJ‘\SJ‘:ﬂséy&f)leJ;'L’J‘ibl"w-‘ﬂdﬁtg&iﬁbﬁ"‘_ﬁﬁﬂ"bc*é"

AL super user

el 3L 350 55 Ol T SO csle g
PKIL 5 &y oJIS ) 58 oo oslinad oo & Jlail Cgr g 511 Jobo plas 51 @
Syl 3 gla e s am 4 STl s e enls s sl 4y b Je fl.xS o
255 03ls )8 4 LADOM oS 4 o s Sl i3 ADOM 51 @
38 asia atrusted host ol 555 e oslisd trusted host 51 1 e
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d sl S sbwl
A5 » System Settings> Admin> Administrators ..« .

S5 e 03l il New Administrator ¢ ., .5 s Create New (g5, o 150 515 55 Y

New Administrator
User Name
Avatar <+ Add Photo = Remove Phota
Comments
0/127
Admin Type LOCAL

New Pa:

Confirm Password -
Admin Profile Restricted_User
Administrative Domain AllADOMs  All ADOMSs except specified ones [ISHIE1LS
ADOMs.

Trusted Hosts. OFF
Meta Fields

Contact Email

Contact Phone

LS SUs OK S35 7 A el Aol (gl e 5 e0ls el 1) 5 lalas

User Name 59 oo 03l 5 8Y g OF 3l w48 Auled 34051, b
Avatar S ORI sl (g 6l By WS
S pmdgn o p by s, 55 Sl s Al S ol 55 YlS O 40 4

Comments
A8 syl st sl Y Loyl
Admin Type (S g |y ST sn Sl ol e g

w3 350 TACACS+.,5 o LDAP ., 5 o RADIUS s

Server or Group
L gk S el menl SSST il 5 B ay g e o

O’L""‘ K haid Mbdc wildcard K wlen 3) g r:.h.}' A.eu,f "ﬁ] <l

s 1y wildeard i estizal 0Kl 5 YGT 5,48 35 2

Wildcard
s sn ol PRIEL S g 4 ool 58 45 il 3 50 4w 38 ol
REIRPIN:
Subject A3L PRl &) o 4 AdMin Type 45 5,05 555 (S50 53 425 ol
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CA

Required two-factor
authentication

New Password

Confirm Password

Admin Profile

Administrative Domain

Trusted Hosts

Meta Fields

3 e Foge 33 W2 (pl 3 pdy e plonl e 1 Sk CA Sl
el PKI &J> 5 Admin Type 45 <l

Dpdi oo Gl o 93 D) e 4 e gr 5 S5l b o]
2wl PRI &y 5 & Admin Type o5 el Jlad sl 5 55 a5 opl
S 3yl ) 045 e aadS

e o 55 ) A3 sl Sl Wildcard 3

Require =Jl> 5 ki 4y 35 -pl il PKI &) 40 4 Admin Type S
.ow! JLé two-factor authentication

Bty pbsl 50 4edS Al g ) g Sdome 055 5505

u.a."'si'.o &U}ﬁ: CJ?.‘ sgb'dﬂ .JJ&& r\?ri‘ Cm..;.‘)l O.;.a.:‘ Jiuﬁj, s,)\:'y"a"
AEL il pw gy glac B a> 4 sl &S LS e

@\.M"_..Afs e @ &:.n:‘ Cﬁ‘ aS .J.,'.Sd» W e ADOM sTJlP.t.ﬁ‘

W PR Lo v P
3,15 o ws WADOM f\.u“ & ool All domain

s js3 BADOM aexr 4 05! : All ADOMSs except specified ones

.:JUS
3,15 g pws gl SLADOM fL«S & ol Specify
Subnet 5 .l IP ,awass 5 Trusted host us S 554,

O oled b g el el 038 3)ls S ASlS e g 03 ol

Al eslata) Wds gl pues]

B ol ! 99

g;gguuwzt(‘u.mpsuperuser KL 55 S Lsd 35l gees) gz Ll 555 SS SIBT 2l sl
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IO.:A.)‘ &‘ﬁj
&5 » System Settings> Admin> Administrators ..« .

e.,l.i)'b,L;};,aledit @fglﬁ;ﬂj&:ﬁ;lLi.i6})ﬁQJ;L§¢l§¢M~\)QcJ¢;§g§:JS&|>&:,«:\L;j)ﬁ Y

355 0 3L Edit Administrator « o, .S SUS Edit g5, 5 3l 5l 51w cpmesl Ol b
sl g 4SS oS
A5 » System Settings> Admin> Administrators ...+ .

@ by e amio . Aoles Ol | Change Password S e 5l 5 S SUS sl fpuesl 55 2 Y

355 » 3L Change Password
Aoled 3y 1y 5 L3 s 45 Old Password als 5 ¥

Confirm Password s s |, o [ S5 5 65,5 5,15 New Password s s [, Lds e aadS 8

.;;ﬁdn sl ol 55 g Ol ess OK aaSs Ol b L0
s i 1y 55 3 e Ll 0 QUL 5 55 esl g5 5o, b 5l Lol dl sl s aalS

Lmod! 3 5 S
admin =olS1 Gl OSGl .coul SUPEr USer o5 S 55 o5 A4S SV SIS1TL Wb e el / pnsl Gl (6l

.JJ‘J\J .3‘57.-)

(b epesl /sl ST 08 S ST
&5 » System Settings> Admin> Administrators ...« .

Aoled bl [ A4S SU als a3 s oS olaspeest /pesl Y
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wrb ues p Slbl )l =gl S b
LS SUs Delete s, sl e 51 Y
oy o sl Sla e [ oppenl B S Ol | OK w38 b coand > 8

Administrators gbJsbg »

GG b 5 o & sl K s 2 T U 3,8 o 13 eslinal g0 bacpasl J S gl oesl LG5
93w by JxS wmes Ll e edly jawesd sl asle glaciSl a s L ijfdmwvi.w

:J)|J Jﬁjw‘)b o ;@'J’Jﬂ)‘ Jibﬁj'lw;j":’& GJ‘J‘)J..!'YLTL;)}.‘BCLIJGUI C,«.“?-

wf.w:@.h‘gau S gl ﬁ)\Ss*SC,.«J ‘_;\a.'u‘,j:

e 5 Sl kK Jlb 0T glp et

Restricted_User . _ _
ol i O 4 des 4 O gla g zus

Al o

o™ 3 @.&J ol 3 ghowe ﬁ)ls S ol ‘;L;U}J.;
Standard_User s 3 el 0dis K Jl 0T gl et

B,ls sy oKaws Slp g 5 Nl g

Lis 5)ls 349 g8l Gl sla o rws r\.u"
Super_User

doder sla Jbs s Ll 1y il s Ol standard s restricted sla Jols s Lol L5 ad Sl La Jils oyl

Al 1y sl gla filoy sy e OGI La SUPEr_USerLads L s o alo 5L o

Aaled o e 5 odalive |y appmesl Ll Aolsn U 05 5 System Settings> Admin> Profile ... «

=+ Create New [# Edit Jjij Delete Ql

[0 MName Type Description

[0  Restricted_User Restricted user profiles have no System Privileges enabled, and have read-only access for all
Device Privileges.

[  Standard_User Standard user profiles have no System Privileges enabled, but have read/write access for all
Device Privileges.

[0  Super_User Super user profiles have all system and device privileges enabled.
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Create New

Ml 3 se s slaan S

.:_9&;;0 bbﬁﬂ L > CJ’L"’" Jiujﬁ: sSa_

Edit
Delete

Search

Name

Type

Description

B gl g edd ORIl LBy

g g Dl o Sl gla Jlig 7 s
K ,S o B g 3598 sl 5l LBy
B ol Sl nj OlMbl

LS o 03l OF 31 8N (gl opesl 45 L
258 o patia iy p ¢ 8

4 (g s 03| 45 A3 5 s | s 5 S

Sl Uy 6l s onl (el 0k esls O

L )90

ool @administrator sla LG 5 sl 23 G Gla o 2od 5 ted sl 3 Jadr

Read-Only 55 505 | e 53 St sl 5 odaline OISl )8 358 o il Read-Write 3

Setting
System Settings
system-setting
Administrative Domain
adom-switch
Device Manager
device-manager

Add/Delete Devices/Groups
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Super User  Standard User Restricted User
Read-Write None None

Read-Write  Read-Write None

Read-Write  Read-Write Read-Only
Read-Write @ Read-Write None



Log View/FortiView/NOC
log-viewer

Event Management
event-management
Reports

report-viewer

CLI only settings

device-wan-link-load-balance

device-ap
device-forticlient
device-fortiswitch

realtime-monitor

Read-Write

Read-Write

Read-Write

Read-Write
Read-Write
Read-Write
Read-Write
Read-Write

Read-Write

Read-Write

Read-Write

Read-Write
Read-Write
Read-Write
Read-Write
Read-Write

Read-Only

Read-Only

Read-Only

Read-Only
Read-Only
Read-Only
Read-Only
Read-Only

owed! sl by » Sl

S el g bz b doled 8V ls 1y Y (gla o s 45 (SSTL (sl i LB 2 sl ()

Syd o3y Jisled i sl New Profile ¢ = .as Us Create New (g5, » )il Jls 5

System Settings
Administrative Domain
Device Manager

Add/Delete Devices/Groups
Log View/FortiView/NOC
Event Management

Reports

A5 » System Settings> Admin> Profile ... «

Read-Write Read-Only

30> 3 superuser Ly, 55 of cois!

© 0000060

:a‘_,"J.: CJ‘Q’"" Jiu}j, U:’L"’
2

Y

355l o pasl Bl B asS SUS OK 4aSs (5 e 5 0315 plonil 1 5 Slaas Y
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Profile Name J..x‘.u ubﬂ}‘ :_95 J..«'Léjﬁ 6‘}.’ wu

S okl HI cpl ds g4 i 5 bLs (6] 2
St 4 UL K il by Ky U

Description
ax p3 g ekdabml SLS ax (gl 5 aS S (0 JiBy
R eJ.i:; m.h..? ua-.h...e
Read- (Read Only None ... ol

Permissions

.-UJ|.> Jl,} aS &L&ojjf 6‘Jf Write

omod! S Bg i 29
super user L, s b adls | o5 gla o s &S S SN BTG L sl sla LG il s sl
Q35S Kby dman 5 L il okl SUPET USer s o il s BB s il b il

..3)‘)...! b kJ.\?- d&‘ Ca.w‘ ol ;LLJJL’;
roeedl Rl p g
A5 » System Settings> Admin> Profile .« )

Aoled Sl 1 Bt a8 s 503,5 SUS oy filis o G sy 2 b S SUST s Kby sy Y

355 0 3L Edit Profile o >,

Aol dlesl |y il uss OK @ﬁgb&lpL@j\Jsj%Sﬂ\ﬂj\)JibégL%m Y

ool L Jlg 9 o Suo>
A Gl Ol Wleds iy a5 L3 51 aS e ks aeS SN 505 oY Sla o s S TSI
(kb S 05 S DA

&5 » System Settings> Admin> Profile ..« )
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J.:.le&_)Bﬁ." \)Delete @ﬁ;e:ﬁ@f@b\.:).@s&tﬁDemte L.s})f)‘f‘J‘y)‘ Y’

A Gl bl gla Ly / Ll 45 S e A6 OK sl b

Authentication cdgd 3 3>

S o Gty apn Sl g 5 SbaEss SRV s e

1.local

2.remotly with RADIUS
3.LDAP

4. TACACS+

5.PKI

Sheslinal (gl a5 ploil 05V Slelad WL pesl SIS bl 8 PKE 5o 4y a5l 5 eslanal (6l

Sl glays S g S 1 5T 5 oaes 3 Sleddas L Remote Authentication sls 5 .

Public Key Infrastructure

s peer 3|zt aS uS e eslinl X.509 . Sas . 3 Public Key Infrastructure &) 50 o oo ga 51>

“:’-.’.)'a )|J,>-|¢.@.>-Law>l J.SL;o f}&&\ b u:"ﬂ.‘J"i (‘J-“)J“J-l-*:’ W})Q\ﬁ)ls L;Laojﬁjpeer Lgl.hojjg

il ol 5 550 S5 408 L 6l oU il 5L X509 oSk s Sy o el i e

Sl Sy sl glacilS| el 3l L3 L authentication cow PRI &y o 0 o gn 511 5l eslinad 6l 5

il 5L 2550 58 25 el laaslial S ioman 550
rin So55 eeal 512 X509 wlial S @
CA 5IX.509 wlalS K @

S pw CA U5
S SY FortiAuthenticator ¢, .

& s » Certificate Management> End Entities> Users ...« .Y
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Wl uazd gy Slbl | gl S b
Syt et 5 elS 6o, 5 U dules ol 1 Export Slnl s 5l s es S ol | Certificate Y
25 dal = admin_fortinet.com.pl2 ;.S (g5, » odd o3 CuSis e pb
spYGT 5,4 J1s 55 CA Certificate os 5 5,15
S SN LRV o s 2
& 5 » System Settings> Certificates> CA Certificates ..« .Y

Aled Sl s 555 JsslS |1 511, ca_fortinet.com.crt LG 5 s SIS Import g5, 5 ¥

S eesls yisls CA_Cert_1 ol b oSk
i PKI sl 38T 85 S slow!
&5 » System Settings> Admin> Administrator ..« .
355 o 3L New Administrator le sl 38 .S s Create New 5, » .Y
Aoles ozl | PRI« 8 Admin ¢ 5 ol ¥
Aol syl Subject Wi s sl PRI 6l et 5 8
S olsnl |y S  CA 5o e 0l Ol o 510
g e Lo pesl COSTOK Gl b

3 yd e b 5 smes LPKE oy s 5l >

Config system global
Set clt-cert-reg enable

End

3 GJ{.F&J@;‘AJ}&YUTL;)}:? Sl lase 4 35 L S eslanal PRI s 31 =1 5l dsl = o S

J.:.:Lw oslazl HTTPS Jgjj;;

5haS olapwesl Laid (L 53 e Ji set admin-https-pki-required ; set clt-cert-req s 55 2 35

Ll 5T S S S Jases 40 Jlasl il S s o3lizd PKI
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Remote authentication b yg yw <o g

5 RADIUSLDAP jl eslizul L GLS1 1l 5 S oo Sl osans 3o 4 S Sl 5155 VUT 558 pts

Juj...ﬁ 6@&# S LSLA)ij J\iLv cC,.?LsL; L)'»’“ J‘ oslaul LS‘J” JAJLfA\ C)TACACS"’L:

S99 A.Iaj.,f LSL"“);‘L.’)J" ob ‘-L'-lj-“)‘f" LSL"JJJ“" QJ; UL.a\L_[jtJJ;- ‘J:,JjﬁjCLl L?u&)bj‘.]mb

Sols

S e |y Loy s e USG5 » System Settings> Admin> Remote Authentication Server ... «

= Create New ~ [# Edit [ Delete

VLY

&

[0 & MName Type ADOM Details

[  Actlack TACACS+ 10.10.10.15 CHAP

[ Dapple LDAP All ADOMs 10.10.10.11:38%/cn:

[0 Lapper LDAP Syslog, FortiAuthenticator, FortiCache, FortiMail, FortiWeb 10.10.10.55:38%9/cn:

[1  Rader RADIUS 10.10.10.13 PAP

[  Radium RADIUS 10.11.10.10 10.11.11.10 MSv2

Create New

Mol 3 e s slaay S

Edit

Delete

Name

Type

ADOM

Details

sl slbw| TACACS+  RADIUS (LDAP &

S sl s s 1, 9 0 remote authentication
S Gl 1, 4 . remote authentication
s9d o030y Julad 5 Ol

D gh 0 gaSta 59 pu ol

TACACS+ RADIUSLDAP : ;s ¢ 5

)'|J..>| Llodds J..a&a JI e A aS @\Awb w;‘

.Ja':;wJ_’: ab C".’.J’“
ol oy 8 aseia by g w3l IP Sk S

remote authentication servers w!yg
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033 oly Cugn Sl g Sl po
&5 » System Settings> Admin> Remote Authentication Server ..« .
Aoles ol 1 BAIt 38 ot 5L 5 51 5 03,8 SUS ol e (S SIS Mooy 2 Y
Aol Jles!l 1 T OK 035 L 5 05 505 Jlesl | eV Sl Y
©g0d 5 Cagh 311 Sl g Si>
Al super user Ly gae b5 anils |y r)’y S o s b a0 Bl (6l
1093 o) Sagh Sl 5 g e K 03 S Bl
&5 » System Settings> Admin> Remote Authentication Server ...« .\
S Ol | L Gl sl o S 1y glass e b Y
Aoy |y Delete a8 SIS el L L agles ol | Delete il 1 510 ¥

5 el L g e /55y Bl SIS B S LSl OK b a1

lb)s}w LDAP

aoled s il slalus 61U gl &S el 3zl IS5, Lightweight Directory Access Protocol

s S 2ok G ol Ll s o LDAP 5,5 e )3 eslinal 5 5 sz 5 s wssl Juasl das ) s clne s Sesl 3l

AL el Ol /ol 3550 S L ol a8 Sldas 31 (glas same

ST s o&aws 35 o o s 51l 55w LDAP Sl eslizad L aS s o3l 5 Ales S e |, LDAP S

‘) w9y u.:\ J\.sbb LDAP J§‘ .X.Sw JSY aK;’..ub LS})J-.'}J}";@ Cﬂ-jj-“)‘;’“ C,\.:.S.%j.ﬁbwﬂk‘ s tl}u‘ ‘)

355 St SIS sl 5 Aas el [ Jlail o3l VLT 5 olKaus das ol

2o el G IBT (g S 5l S Ll s e plasl ) b sl g s 1>l 48 (65 e LDAP ;| eslazal (¢l

1428 63L51 5 LDAP
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&5 » System Settings> Admin> Remote Authentication Server ...« .\

555 » 5L New LDAP Server o ~., .. o=zl |, Create New> LDAP Server 5l ,i4 51 Y

New LDAP Server

Name

Server Name/IP

Port 389

Comman Name Identifier cn

Distinguished Name FS
Bind Type Simple

Secure Connection Enable

Protocaol

Certificate No Certificate

Administrative Domain Specify

ijULé‘)jﬂLDAPU%S&ASOK&))JJWJoJ‘chuHJﬂ)QW Y

Server Name/IP wlei 5,5 1, LDAP 5, FQDN & ;51 IP

C'.)J‘,g: -Lgl‘w' u,a."uf&.c LDAP &QUS LS‘ﬁ ‘J “;J_,g:
Port
el 389 o5 b
Aol a3l o 55 LDAP (gl 5 Lol 05 laza L
an L US e esliial €N Gl e, 0 LDAP
“}i& ‘SJgié JJL’:A &L«:u ‘5\.&(‘3 5‘ LGJ}}«: J"
.L'JS& oslzl UID

Common Name ldentifier

JlJS oalaul 2998 H9 LDAP &Lnu LS‘J‘I CU CJ‘l‘

oty 3l aledes distinguished b 58

835 b s o 0L S xie awls 4l 1, LDAP
Distinguished Name L.

5 s 5 o S query distinguished «.ss

oala ‘_,.Za.\.o.; d.".r.:‘S K) :3«5& f\:.ra" BB LDAP

aalts
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Bind Type

User DN

Password

Secure Connection

Protocol

Certificate

Administrative Domain

LDAP o 5l ¢y Jlal &_y ol

Regular ; Anonymous Simple

a3 o 45 Regular s, » 1, Bind Type 5,
J«.ﬁw .>J|‘3 ‘) DN ﬁJ\S

has ool Regular s, »1,Bind Type 3,
»\.:'S DJ“’ ‘J B 4.0.15

€335 ool 5 s LDAP cul blsl sbwl g
v.:;s‘;d oalaia!

L LDAPS (.:l Jls Secure Connection
Sl 3l 6 STARTTLS

S 51 358 o Jls Secure Connection 5,

-\,il.u gfab';:ﬂ |J Q&@'ﬂ Ols %"‘)5

S o b &S ..Usjfua ol 2 LADOM

S il g

RADIUS ‘5‘&)5”

OS85 ool (514t KtlS) e 5 2,8 So 58 51>1 S Remote Authentication Dial-in User

.MDJ}\Q\)A\.{?&QwﬁAJoJLz\jJSLSAJﬁUbﬁJS))ﬂ

‘5':5‘5 .J)‘b S99 Lhwﬁﬂ @)A)\Jp-\@.gy-a.iﬁ:r J)U 6\.&)_5].»&:,..“:.5)3 RADIUS))JW u:*i‘j’ﬁﬁ“:""u QLQA‘

JAAD\ J)j,w.’ J\?:U &:;.P— DL PR RAD'US )‘ )prbi Lf.;)j'e o&.«:b 45},&54 r.:ld.«: 29~ RAD'US L: wﬁ}‘ &LJLS‘

JJ”ZJN okSJﬁyUngﬂo&wié‘j)ﬁb)MW)b JSLSA abm‘wfysﬁ@)ﬁ

slacish el 51 3 Wb sy ,m 4 by e Slaes sl oy g 511 sl 55,0 RADIUS i eslinal g
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S 4Ll 9, RADIUS
&5 » System Settings> Admin> Remote Authentication Server ..« .

5L New RADIUS Server o =~ .asls obsl |, Create New> RADIUS Server 5l 5l 510 .Y

St

New RADIUS Server

Name

Server Mame/IP

Port 1812
Server Secret

Secondary Server Name/IP
Secondary Server Secret

Authentication Type

Jﬂ@b‘)}ﬁRADIUSUst&:lSOKéj)fwMjob‘brbu‘bﬂ)Qw Y

-lﬁ\.w' .>J|3 29 RADIUS &L.el:..i L5|Jf |J daU

Server Name/IP S OBl g (512 FAQDN 4 o1 IP
O 51 ;5 RADIUS Sl 5 conl i3 &S S,

Port S o el 1812 (55 s O ja dnled e
S s 030zl 1645 31 s 55 RADIUS

Server Secret S 350915 55,4 RADIUS ol jasein 5,

PYTEST RADIUS 4 L - FQDN L s IP
Secondary Server Name/IP

.Jo.‘gl-u' UM
Secondary Server Secret A4S 3509 15 p93 59 RADIUS ol jasiis )
Authentication Type 25 gaseia 5900 RADIUS oy o 51 > 4 5

TACACS+ ,.slb)s}w

e fsd 4 Sl ()5 oly Cusa 3> US55, Terminal Access Controller Access-Control System

u—i‘ J\.Sun r.h‘j_‘) L;JSfJ)JMMli&L&LML;LAoKIMJ ﬁb)&&éu)‘}ﬂ cLAJS)) LQ‘J" L;J:'S
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Cosp Sl ss e Sl QUENY S 5 4t pdy 1) Hae 4S5 (58 oL B s s o3l S S 4 5 e

s sl claas 18 5l e asla b S s o3Lizwl TACACS 5 1 51355 sla sl Co g 31>l 6l 0 S

.J.:AJ rlbr_;‘ b
eSS Wlsl 9w TACACSH S
&5 » System Settings> Admin> Remote Authentication Server ...« .\

55 0 5L New TACACS+ o =, .S Ol Create New> TACACS+ Server i3l Sl 510 .Y

New TACACS+ Server

Name

Server Name/IP

Port 49
Server Key

Authentication Type

[ o
Uu‘TACACS‘l")jﬂUJ:S&?lSOK 6})ﬁW}°J‘J rl}u‘ﬁ) Qt}::.».b}: wLﬂ‘jbC)L«:‘JﬂJ Yl

bj.w

..\:.'S .§J|J TACACS+ 29 &L..,L;.i. L5|ﬁ &U

Server Name/IP S 5,13 TACACS+ 55, s, FQDN L 5T IP

49 o5 s S dmled 3, TACACS Sl 5 6l 5o

Port »
Server Key

ASL sl Jgb SISV Klg e 2STus

Authentication Type 238 SBl 55 RADIUS <y g 511 6 5
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administration 15 olodad
st o Kius 4 b sl o zes S S 5 e ges SlaiS gl laay 5§ @administration settings a-io
rhels Slekas ol sgls 55 YGT

535 ool HTTP 5 HTTPS (sla |SS 5,0 5o 2 sl s iws gl 5 @

Sy e S ol Gib sl st JLasl B esls a5 1y 1038 o oysn Ll o ol S5 g 2
arlad 3505 1 sl 25 S & b Il g S a ks gy B 3 S
https://<ip_address>:<port>

.))‘j b j’.'.) URL Jf‘j@j%ﬁ@ a.)u.:...»‘/\'/\' Q)ﬁ )‘ Jf.f;J‘A;AJﬂYLT Ls..;)jﬁd.vﬁ| ¢JL'Z.A ‘S\f

ol
https://192.168.1.99:8080

Q)ﬁb}@é%ﬂMMDyMSSH jTeInetcHTTPS‘HTTPL;‘J;bupjsu:ﬁu)ﬁdﬁj
AL S

e SIS ST Ol Slaes @

Aal g 13 GUI & b s, 0 SESSION WSS pts (555 » dlad 4ids 0 gl ST (23 iy s @

3 gt W deho Qo) ) SIS AL 5Ly ke b S e (555 ST
GUI oL; e

Aoles Ol ) S S 0T L yls bl oS Uy el 2 GUI Laes 3 LIS (6l
GUl vn; @

Sy oS 0 a3 Lo (sl DGl cpl o3 g o bt Blueberry oU L GUI bame 5 5 iy ey S5

s s 1 5 Ko ey

www.PardisPars.com | 021 88327832 s



o3 delS L e

Ol ks 13 super user Ly, 55 a5 slapesl s s 0h oo Jlasl b pesl gl 5 sy sla ol

335 oo Jleel 53T 5558 lasesl pled 4 IS ) s 4y Slalass ) il |y Sl cpl plnl

administration oloks su Sy

&5 » System Settings> Admin> Admin Settings ..+« .

Admin Settings

Administration Settings
HTTP Port 80
HTTPS Port 443
HTTPS & Web Service Certificate server.crt
Idle Timeout 480

View Settings
Language Auto Detect
3

Password Policy
Minimum Length 8
Must Contain [ Uppercase Letters
[ Numbers (0-9)

Admin Password Expires after 0

L;))J"JCAJ‘ leS\ 6})f°j:->b¢ﬂ-€->Wh/\:A: Cl}u‘ J’.’J Q)}&‘\.’J}?- )L:J wLﬂ‘f‘) &:JLQ-:M

Redirects to HTTPS

(1-480 Minutes)

Autumn.
», 7

sl -
Technology

(8-32 characters)

O Lowercase Letters

[0 Special Characters

(days)

Ales SIS Apply

Administration Settings

HTTP Port

HTTPS Port

HTTPS & Web Service Server Certificate
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5509 1) ewyjms g odliiul 3,00 TCP o)
AL 0 80 wjg nl 2P S oo 4l
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Idle Timeout

View Settings

Language

Theme

Password Policy

Minimum Length

Must Contain

Admin Password Expire after

'\ib \Aw:‘ Jodg a:%')&g r:....:w Ly Lf"l'“j (&SR]
oadeie ads b 0l ol &5 auled 8 fadow

.¢..»|m£;5‘}.3\542.3§:£/\' G 5lgasd

..:\5.5@ rbu| GUl.h:.’u 6|ﬁ(.3g';l5r:3|

3979 19 4adS 5,50 55 b Jb O S Jl OIS
Syls

S SIHEYY LA (3 ) g Job S ol
M s SLEA G2 S

a JAL:. 4 3 9m S gl SIS Cj; ol
"\‘:’1'3(5;)‘,9‘

Gt ) 5 Sy 35 e Sliel Ol e Ol

el 43 5 g0 4S

S ygud (el

15 355 53VUT 5558 53 e SIS L dad e sla ey 038 b OISl

el 3)my 4 b g Olecdi

& s » System Settings> Admin> Admin Settings ..+ .

LS s Password Policy a5 g5, » Y

JLQ&HJJW:JLJ)M Apply“‘i;éﬁ)f@bW°J‘b(’k’”‘ﬁ)¢w)§.wb‘j‘)¢w Y
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WS S S (SN sl Blas 05 g0l ateds

Minimum Length sde &S Cowl SSIHEYY B A G180 adls LL e

Al SLEA G2 4

S s )y St S8 SIS 5 0,5 e
°}.’J ‘_gu}‘:Sb\Sj.:‘.L&‘ lds C).:_,g “fJ}f

Must Contain

g;érd.w‘): J.;)‘:)L::.F‘ 05 C)L&JSSQ;;LO} [&ER V]

Admin Password Expire after Ll sl s pladl 4 Oloy (g .03 8 0 pasuie
Al QB35 gl s 5, 5

Qo Wi g yous dolS o J&

Sl Kl o sl o 2013 5 (sl Sl s 4edS 035 35l S o B Ok (B8 Sy Dose
ol olwel 5y g 39 d e st BTN (gl n OB L Al sl e ST 2O L an s SO 4 sy

e OS5 0L o.xe‘..,B::
J.:.:LA.: J)\jCLI .h::wjb ‘)J’.‘.J ijz...».: A

Config system global
Set admin-lockout-duration <seconds>

End
dlail g o gls > HEIREY (..;.E.J
.%L«Jb)‘jCLI%N))‘)ﬁjQ‘)}L&J 2

config system global
set admin-lockout-threshold <failed_attempts>

end
Jbeo
Sy M ARES 0 e a4 ST oLl )y andS 055 5505 LSS Sl e 8 (el s
Config system global
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Set admin-lockout-duration 300
Set admin-lockout-threshold 1

End

ab)

S o Slatds 5 ol I GUI Lo
S0
@97— [ ]
=
slos @
D5 o 358 e ol s iy SLEI lals 13 IS Sl Sl 53 GUI 0L 53 iy s &

a3l RTS8 bl 3l ge 5o Lad (e OL3 &S S5m0 53 2358 o SRS i OL5 bl ol

33 5 o ol S 0L L8 o 5
s Obj oS
A5 » System Settings> Admin> Admin Settings ... 4 )

Auto Detect .. 31 L aole sl 0L &G Language JLs View Settings cas js Y

S sl 1

Aoled Jlasl 15 0L5 655 2 0l el Sl s APPlY (555 » SIS Y

o (5 300 oo
L;lﬁLawsiﬁlcu,ijsJi.:;o)fo@.ml{aU)SW&)KﬁQLa;U)JWU:@J.W@:;AUQ\)A\@.@;,-);
> g g 2 (S sb e (S Ol 258 o deo 5533 S oo wlad AS@SSION Lal planil (S s L 435 0
W 6)&?: QLG) aS .L,S 4})5 ML’ Al b GUI.]G.:P:A )‘ och'&'m‘ d&"‘ L;WS&:M.A‘ oJLQ:.w‘}L’ M ASL;’LA) ts.

g ol adds EA B agds ) Sl Ll g e
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(S8 Ol i sl
&5 » System Settings> Admin> Admin Settings ..+ .
Aoy s 5L Wl 1y Idle Timeout S0 Y
LS Apply ¥

St > 50 90 Cagp 31 >

1ens plowil 5 glolSiws (555 » 1 Slankis Wb (gl o 53 g0 4y S el (6l
DUl s e
authenticator s, e
SF Sk e

:Authenticator i g9 wloudad

S 3wl RADIUS codls G 5 S ) s oG b sl s

sl 5 VUT 555 sl NAS (535,55 Ll yes L3 |5 Authenticator s, 45 & s otadas pladl 51 13

s import |y (S S, 563 S
ey Jotls 8 S
& s » Authentication> User Management> Local Users ..« .

LS U Create New (g5, 15l g 55 Y

:Msfbdbﬂ;aw Al

Username Aaled 35l 8 pb G S S L8 sl
Password creation S ORIl Gledd yasiv g adS Cond
Password AsL SHEA JBlas g adS aul 5l e adS S
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Password confirmation Asled 3,05 1o 1) e aadS
Allow RADIUS authentication A4S Jld 1, RADIUS 5 b 51 oy sm 51 1 plonil 050!
Role oled paseie gladby o 5,8 ol
Enable account expiration S gaseia ]y CIST O ke Ol ol ds O e 4

255 0 5L Change local user a=i OK (55, » SISL &

Change local user

@ Successfully added local user “pifry". You may edit it again below.

Usemame: piry
[ Disabled
Password-based authentication  [Change Password]
[ Token-based authentication
[ Allow RADIUS authentication

Role: @ Administrator
OUser
Full permission
[ Web service access

[ Restrict admin login from trusted management subnets only

P User Information

Alternative Email Addresses

* Password Recovery Options

*" Email Routing

| OK ] | Cancel |

Jﬁ‘.w&:lsOde_)fW)ebbch‘ﬁ)J)‘ywb‘fbuw .0

JS P 8 0as Jd e caw an S opl Obl

Disable '
.;‘,‘&@

Password-based authentication IS s O 1) 4 S ol

Token-based authentication Bgdp plsl (S5 el a5l 5l L

L FortiToken aew sy S5 b, by, ol
255 ¢Sl 65 gl b oo

ol 53 RADIUS 5 sslisul b cusa 51 o5l

Deliver token code by

Allow RADIUS authentication i
5 g0 oo 0315 Caand

Sl 1 SIST A s Il ol g5 o o0 4

Enable account expiration
Ao Led
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User Role

Role

Full Permission

Web Service

Restrict admin login from trusted
management subnets only

Allow LDAP Browsing

el full access cl- wF ol Obal b

REIRA

) 39 g0 0313 g o 5 G b 3 (g w3 03]
APl U5 S sy US| yes] ;;deo ol pw
BN O:fy Golw S gdoms o 4y S ol ol

B yd paFe gacd ol

23 o |, LDAP Browsing ojl>l i !

:2o)S RADIUS &, sl

.45 » Authentication> RADIUS Service> Clients .o« .\

s U Create New (g5, 5 S5l Hlg 51 Y

J:.\St_i.:.LSOKLSjjjwjeJ‘)tbu‘ﬁ)Qijb‘fbC)Lo.:.hﬁ Y

Client name/IP

Secret

First profile name

Description
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29 4 hb Sl cpl e 550y ) secret
Ol 5 VLT 5,55 Slegdas 53 0ds 5,15 RADIUS

sk

«sls FortiAuthenticator sleal, & A&
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Asled 5,05 <o RADIUS ¢l » Slnd o
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Apply this profile based on RADIUS
attributes

Authentication method

Username input format

Realms

Allow MAC-based authentication

Check machine authentication

Enable captive portal

EAP types

RADIUS ‘5\5‘;};‘9 Jal.w‘ 2 Jiu‘gﬁg d\n&‘ (5|Jf
S Ol Q; o)

by B o 1 lal o 93y gr Sl Sl
2,8 S0

33 8 Ol g 8 fU S b

2,8 o, o realms (L

A3l ) D) 4 Sl ks s

2 Loy S 4y el cugn Sl elal 5 )
Sed dlesl Cu g 5l ol Como bl

f\:.dl Coond cpl 53 il sladl e 05 S Jlad
3 g 58

Al o g D e @ Slehs

2 RYOT (5569 (s S

5 &S o oslizul o Ll gl e RADIUS 1S cesl ople tile Sl VU1 558 65,

el 5L 5550 55,0 RADIUS (s Sy rioeon

79 RADIUS (515, &

&5 » System Settings> Admin> Remote Authentication Server ,.. « .

J:.\St_i.:.LSOKLSjjjwjeJ‘)tbu‘ﬁ)Qijb‘fbC)Lo.:.hﬁ Al

FortiAuthenticator ,luli cgor o sl

Server Name/IP
Server Secret
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FortiAuthenticator -.sss 4 b, FQDN L .0 IP

Secondary Server Name/IP
ASL il g &S Jal 5 s adl sl sl 0,

3579 o0 5315 p93 FortiAuthenticator bl 5,

Secondary Server Secret
..\.;.3\.«3 JJ“Q

ol ;I FortiAuthenticator (il cul 15 & s

Port
u\ﬁw é)‘j ‘JJJSJ}?G
S FortiAuthenticator i, <o 31> Jue Sl
Authentication Type S gl ples SRIGT )5 duled Sl 1, ANy & 8

Bl Sag

administrator sl 5 el
&5 » System Settings> Admin> Administrator ..« .
Aol ol | Create a8 5l 5l 51 Y
S L1 50 RADIUS (S, iy slass oo RADIUS o 51 503 5 s S |y Sl ¥
A4S SUSOK (65, olecas (g5lue 23 6l 8

ol O3 905
g Jeate 5T 5558 (S8 Laes 4 U dgled 305 o slmy) A Sl ahwsy )
S SISLOBIN (555 50 s 5 2005 1) 2555 s aalS 5 58 L Y
S SV VT 5558 53 e 5 03508 305 15 (S S S8 S o ¥

Device Manager

355 p 03lina] LVDOM 5 LaelSiws oy e 5 oodiis (03 S 43lsl cg ;5 Device Manager c.s |
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ows 03,5 b Lol 3l day 3 il e 558 Loy Sy e 3l Jb aie 5558 glac LB S
S S 505 355 SSGl pl .S s VDOM L oKaes 51 LSY L;))T@? " C}J,;,ﬁvui S5 VDOM L
Aoled Jlal (6,55 o&aws gl 0 1, LA;?Y‘\SJ:.LSV.:.EJJ&)}E YA
ADOMs
Allole Ol 3 0 S Sl belKaws Co pe B syls 555 ADOM s LaelSavs 830l sl O
.l 5 LADOM
GlaalSaws plad s o Gtuoy S ADOM S J1s 53 5.4 (slaelans olos :Firmware version e
&ﬂf&)‘}ﬁb o}ﬁ&&ﬁ-b)JS.z
53 adte el il Gl i bl & ol el sl WaelKaas plad siiues S 1 aldl i bl @
5, e 513 i SLADOM

3,8 o Dy g asia Sl il i SWADOM s LaolSaws (gdies S el Ol 5 e

Ob i sl gl 5255 0 rlqu'lADOM St s (6 i S sl el eles Ghues S 0L i @
Spd o s 3 ADOM s

read- writeread , olbs G 338 o s S ol 3yls sy sl a6l Kl il sl O

PR RGIVESCNEPR GO A LW IS PPN VI ESGI] L IV T PR WA FRGER P3O VSV B CL)S‘IA sl »only

Sgs oo J S bl caw el ol s ls :;;,—;ADOM 4

20w Cud (sOLCw
Sfed d 5.2 s UL pT 5o
Config system global set unregister-pop-up

oK g g0 &@;ﬁ)ﬁvuigﬁ@u&mju)uﬁeda&m B L el e 53 L e
LolSins 05 S wlsl Ol 55 e o315 2L Device Manager> Devices Unregister .. s odi o

ol s Sl Sl bl laslKns 03 S SLL el LADOM «
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3y YT (5,99 SLoliiwd o o Cg> s (598 3f ool

S b By s 3 Lol S ate o e 6l e Sos 4 s YUT 5o el 03 S wlsl OSG
S o b 1 VT )58 GBS st g a0 mite S8 S e LSl e Sos8 4 1y 53U
AL YL 0 5.6 Jlas b bsaseus opl 5 il axils SLSC OS glaasons LU aie S5 5 55 T o5
Q\m;u" &qu))jj@ 0313 ﬂlﬁ“f"—:ﬂﬂé})ﬁ .h..uj] NS C,\iﬁ.lﬁj.:wﬁdnlﬂ Device Managero@);
oo VL 3 S o (68 s Dl pis 15 5168 ol OF Byl 358 plowil e 5558 Ge b 51 il
)bSJJJﬁojg.LT&_{ioMb L).:ﬁ.:l.q., J}.A.:: JWADOM J§|4SJ.:..SL50 GML.:;.A bé.ﬂ_;ﬁj@wd\ C""""J
oj:?-b JﬁyL’T Lﬁ";)jﬁ ali.:.w.) LS)JfLQ&_?YdSJ:JL ails }bl}“@‘fﬂ:ﬂﬂ&‘)ﬁ AJ?..»)JADOM C"".’.j’.'.‘)"o
JJLAKYLSJLﬂoﬁ}bMLfJAQW rleu.‘.b)‘z oJ..@.QJ..v\) L‘bo&'ﬁub@iﬁ#@jwﬁw‘;)jéjbﬁ&
.J;@Q)yjﬁyuig))éo&ﬂééjj

Loliws (98 55 4dlo!

33,5 sl VLT o sl LSY Jl )l OGI G W 5 e ol 5 ol T S5 0> LVDOM ;5 LeelKans
Llodds b e DVM Jsux 3 48 aeS Lol 5 V0T 556 50 il s o 1 oleel&Kaws
OK;M;&L;,MN;;&,;U\M.Juﬁé\ﬁ@\“?wﬁym&w@&ydu)tgﬂemtimmmow
33,8 byl 53T 5558 sl SV 4 353 plnil (65 5k Slais L S 5558

wlod a3Lof 1y Lrolsiws 841 g 3f ool b

LSLAKY ’L?-'Sgid ‘_}Jju)ﬁybig;?)jﬁ@b L}AK}"«J giié-ﬁ .J)‘.D 299 J)‘j".’.) &Jb)‘ Lheli;‘ms Q.DJS @La‘ Q&.a‘
Sgs o Jla) )J'J_YLZTA.., oK O

25,1 5l eslitel b Lael&aws 05 S LA
.L]J‘J )bﬁ C_}...»:))ADOM JJ‘\SJ{‘jJJf».E.AchSdA c)LLL.u\ADOM )\ J§‘ A

S Js Add Device (¢, ,» 5«3, Device Manager ..« .Y
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Add Device

Please input the following information to add a device.

IP Address p
SN SN
Device Name Name

Device Model

Firmware Version 54

Description Description

IP Address S 5yl 1y o&aws wyal IP

SN .%LQJ})‘}‘)G&A)JQ,N

Device Name W RPN PR PN CCN el

Device Model o lad Sl 1 oKy Jkas

Firmware Version oled paseie | olKaws e

Description bl 3505 o gl Slwd

oKs Sl LSV L el o5 34l <=L>.u'\ it g0 b OlES) ‘-ﬂljf\j o Lol ADOM o olKous

Al Jlusl 5T 55

Add Device
Name logl
SN FGYM02Q105060031
IP Address 103232
Stat

@ Device Added Successfully

+ Successfully add device
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S SUSFinish (55 ool B8 55055 0Ad a5 e cpl pladl sl 20

WO O 390 4 Lol o ¥ dlof
LoolSaws ol ol 0 Ligo SN bl g A1 13 it Sty G 3 45 laolSans 03 503 a3l OIS
2 Sl ‘_}_els S o C,\.J le.holfl.wb sdalin S .,\.,j&‘;a o3ls J““:vl.u ADOM o9y IR CM.J 0L<:.-JJ d‘}.&‘b
ST 5o a0 1y e o olaus K tud Sy w0 &S eKos Lol SIS Unregistered Devices (s,
Jéjggja )L&T LASY C,\.%Li)b 9 ol &L»L...I: olf;'.wb U'i‘ ')"3"SL5‘ BLosl
oKais i fwd Sjso 4 B dds Laeads ADOM w1 oKas 115 e et Jd LADOM 3]
L5 o 4lsl ADOM G Ll S o il 0l O s 1,
SL 55 RAW (gla LG SY 552 0 SL VT 555 oK SIADOM (KL 55 e Gl oSaus & 55
Lgd a0 SLSAL slis saSY s S s
Y GO o 03,5 L)
Unregistered (s, » cuxss Jl5 53 5 i, Device Manager w3 « «&5, ADOM s )
W PP I WO RGO SlaclKans S5 o 0313 yioled Cand (pl 55 a8 (55 .S SIS Devices
Add DEViceS W -)\:-AS &.:.ls Add 6)) B S 4.X¢::.LQ.: ub‘d..\ b I C,v.? LSLQO&M.} /ali.:.w.) Y
Sgs geenly iolad
Aol ozl |, ADOM sl Jls ADOMs 31 Y

-)\-:-AS OK eKLwJCA.JLS\JJ §3

01y ol 31 SN ol s Ol 5 YUT S5 5 ok bl olSaus a0 opl 3

security fabric group & 49 )5 4Lo!
S S s el oS Kb G sl 5 el 3L VT 5 4 fabric group os s wlsl 5l L

Al s
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:security fabric group s 5 4L
.4 5 » Device Manager> Unregistered Devices ..« .\
Aoled Sl 5 oS g )3 e al security fabric group b as o slaolKans plas Y

Sy au S LS el K 5,5 05T s, SUS aw s Security fabric group o s i1 X

Bk e O IS s

Authentication

Please enter admin user name and password for the root device of security fabric "csf80cm”,

Admin User ||

Password

05T doas o plomil S 508 s 3 1y s Sl GG B dnles Sls 1 Supa Sl laigme E
Sad o il s

.bj.w

Lol o g

LVDOM 5 LaolKaus o ppdke Cogm o w5 o S 2413 3 Device Manager o >y ;5 )5 5 basll

e ol LT S

(Cundg @ v 3930 ) & pw Cuidg 59
10 n . 7 n 104%.-
s e Syl S e edalin ) Cands e s < ;5 Device Manager w-io VL s

il e s sbass
e Device Total:
.JAJL;G &'L‘u b ol C,.J LgLAAKJ.wJ

e Device Unregistered
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s e Saled 1 el b slaelSans
e Device Log Status Down
s e il 1y el SY Cansy Lol o slaalKans

e Storage Used

bf;’;f‘ 0313 U’:“'«’L“" ol onlaul Lgl..,a_‘) W}

Sl 5
Device Name 3 pdn o3ls Gialed olSaws ob
IP Address s g onls Sile oKauws sl IP
Platform A2l o oBas o pitly odins Shles

SN b go L olKws LT 4ol dile (63,5050 plulis

Koy e 0l S o Jlel VGT S48 sl Ly

Ky e e pls il e LAEY Jloyl sdas il

Logs OGT Kledzs Jluyl a5 ol oaSY otias il
Jlst gl ool U oS ol oy sins Jiolad Jad
S e oslizad VT 5 96 4 olKus 5l bSY

byl YT o gl SY &S ol o g2 &

Average Log Rate (Logs/Sec) ©l b ol e ol &S S e
el A0l elal oy 52

LSy me 6\;3 ol eals u..pL,a.‘l:—‘ 6[...9_9 d‘ﬂ.ﬁ
Device Storage .

Description el oSt Sl et 5 skias (iled
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Add Device

Edit

Delete

Column Settings

More

Search

390 3195 31 08 Lkt

0 sﬁ))b,g\)\)})sﬁj Jsd= 53 ol v.ej’u LSLA}‘.A)LAA.‘«SJ

Sl 5
ol a5 b oBaas DS WLl 4 by 3,00
L opYT o K lsn spde o 3000
3 Sg 3 ok Cud sbaelKaws ‘..gl.u Lol
&% ,E o 1 3 Unregistered Devices
Sgb e ol s edd Sl olKaws
SpYGT 5,5 50 b VDOM L bl ol&aws
Y s5d o Dl olKus S By Higd o Dl
Aol adls a5 bl 335 0 S 58 O raw G
A o5 SLSAL LSY oS
el a0 g 1S 45 A28 oo Ol oS (a5
b asles ol 1) Reset to default b & 4s o515
Ligd osls goled G2 4 i SO g
Import Device List : Jsls &5 Lo g ziy 2ol

.+3L o Export Device List
-\Jsb& @\.‘3 u:".’.L"" 3 |_’;'."u JJJ. ga\g.’w».: rU g;&gl.u'

ol e il

Edlt 4:>r.w DL 45 L;."L“A"’l}f B} CJLCW‘ .LSL;G &Q‘ﬂj b aK.L»J J)jﬂ DL ol Cﬁﬁ C)chw‘ Edlt DeVice 4.>r.w

Al e esn S b a5 Slac Ll 5 ) gay 3 4 Jold ol 55> 50 Device
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ers ﬁ‘ﬁj Iy oKows dhgo&ab&qbﬁfdab%|

Aol SJs Devices Total ¢, » o 290 NP Caad 53 5 L Device Manager « .

EditDEVice cﬁ;ﬁ.g: .A.,S&“JSEdIt L;)Jﬁ)eJJSgWﬂ ‘)QIJMQoKZMDcoMjl{oMJJ Y

Edit Device

Name

Description

Company/QOrganization

Country

Province/State

City

Contact

Geographic Coordinates
Latitude

Longitude

IP Address

Admin User

Password

Device Information:
Serial Number
Device Model:
Firmware Version:

HA Cluster

Add existing device

Add other device

HA Cluster List:

Sgs eoesls oled

FG
FortiGate-VM
FortiGate 5.6.0,build1476

vl

[e=] Click to add...

[serial Number

# | Device Name

FG

! (FG

s plol 5 el olSis Slaglas Y

J».;.'S‘;o .5)|_9 b QK‘;«: rU

Description

..u&lgw oKaws SleMb| 3590 53 Jl’g«b_}s

Company/Organization

.\.,.Sge b)b b bL‘}Lﬂ/JL&-@S e

Country

.Jﬁw é)‘J bJ‘,’:S

Province/State

-"ﬁw JJ‘} |)4.E.EJ.¢

City

b 2, 0, b
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Contact
Geographic Coordinates

IP Address

Pre-Shared Key

Admin User

Password

Device Information

HA Cluster

338 0 5,05 oKis Ul g 28 5 d b
S o 505 1, o&aws wysl IP

ools uls s Pre-Shared Key ol L
A3 S el gz Jal b s an S cpl s
el Sl 1y Koy Je il 425l

S ol s sl s 208 gL

S 30l sl 2 4 b e 4edS

JAL& L;J.’: \i JS JJ‘JA co\g:w.) 340 93 Jb)&b‘

Opmp Sed o&iws Jle b osled
$last 5 S o6 HA Sl fuate sla b !

(S 0 paFa |y fdS 5 e s
o O g oy plulid g au B opl bl
why pleld g 5 Wibs HA 28 &

sl NS LsLMK:u;

security fabric §jgfg ¢ gwled

Sl 35 S5 m s le Ol security fabric slaSeus ol 5

s Siales 1, security fabric 54 5

..L‘U\J )\J:Q Sy ADOM BE LY ‘J"."j“':’ u.io.kﬂ LJ\.:..SL;G ealaal LAADOM )\ jg\ 2

LS s Device Total s, » 5 L5 » Device Manager cuud « .Y

. Lol ol 1, Fabric Topology 5 5 S SUS el security fabric & ¢, » ¥
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Fabric Le 31555 0 esls iles oaws security fabric 5455 « by e POP UP o 2y S
Sidns e oKy duled il Fabric o 8 0y 55 oKy S SUS ol a1, Topology
oz AsS Ol OF ol (S35 SIS ol Sl o3l L |, Fabric Topology 8153 8 o ]

Jyu,uul:wléjjlﬁy QI):L;JQ:

Topology for sf80cm

HA Active-Passive

- )
2w FG70D-root FG140D3 4 ——————— =) FGAIECHD
FG140D3 ]
FG140P-SON

LSY polio (wbo 2o 46 wled
Al o olaes o gl SY slie (Sl gm0 el cpl S 1 35 SIS S Ul OIS
1595 0305 ioled LAY yslis Kl 4z ;6

osls 513 Ee ;3 ADOM s a8 0 5o credas (AiS s eslizl WADOM 51 ST )

S s Device Total s (g5, »» 5 s » Device Manager « .Y

Sedesls yioles GBI S L s SIS o et g5, 2 Average Log Rate oz j5 X

Log Rate History (CorpFW, Last 24 Hours)

2204
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11 I‘
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180 P
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o [yl |y Cad 53 sdd i 15 Handler
Show Predefined
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Ol ) 92 it 3 S Jkid g3 3 (e
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Ao led eslaal ol sl glaslos, 51U SEL Lo a0 | Ol o

Event Handler

Antivirus Event

App Ctrl Event °

P St D & ek 53k Jlab
Severity: Medium
Log Type: Traffic
Event Category: Antivirus
Group by: Virus Name

Log messages that match all
connection:

Level Greater Than or Equal To
Information

Generic Text Filter: virus!="" and
virus!="N/A'

nabled by default

Severity: Critical

Log Type: Traffic

Event Category: Application Control
Group by: Application Name

Log messages that match any of the
following conditions:

Application Category Equal To
Botnet

Application Category Equal To Proxy

Enabled by default

Application Crashed Event °
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Severity: Medium

Log Type: Event Log

11



Botnet Application Allowed
by Application Control

Botnet Application Blocked
by Application Control

Botnet C-and-C Allowed by
IP-Reputation
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e Event Category: System
e Group by: Log Description

¢ Log messages that match all
conditions:

e Log Description Equal To
Application crashed

e Level Greater Than or Equal To
Warning

Disabled by default
e Severity: Critical
e Log Type: Application Control
e Group by: Application Name

e Log messages that match all of the
following conditions:

o Application Category Equal to
Botnet

o (action==pass or action==monitor)
Disabled by default
e Severity: High
e Log Type: Application Control
e Group by: Application Name

e Log messages that match all of the
following conditions:

o Application Category Equal
to Botnet

o Action Not Equal to Pass
o Action Not Equal to Monitor
Disabled by default
e Severity: High
e Log Type: Application Control

1Py



e Group by: Virus Name

e Log messages that match all of the
following conditions:

o Action Not Equal to Blocked

o logid==0202009248 or
logid==0202009249

Disabled by default
e Severity: Medium
e Log Type: DNS
e Group by: Message

Botnet C-and-C Blocked by
e Log messages that match all of the

DNS Filtering following conditions:
o Level Greater Than or Equal to
Information
o logid==1501054600 or
logid==1501054601
Disabled by default
e Severity: Medium
e Log Type: AntiVirus
Botnet C-and-C Blocked by * Group by: Virus Name
IP-Reputation e Log messages that match all of the

following conditions:
o Action Equal to Blocked

o logid==0202009248 or
logid==0202009249

Disabled by default
e Severity: Critical
Botnet Traffic Allowed by IPS * LogType:IPS
e Group by: Attack Name

e Log messages that match all of the
following conditions:
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Botnet Traffic Blocked by IPS

Conserve Mode

DLP Event

www.PardisPars.com | 021 88327832

o Level Greater Than or Equal
To Information

o attack ~ Botnet and
(action=='detected' or
action=="pass session')

Disabled by default
e Severity: High
e Log Type: IPS
e Group by: Attack Name

e Log messages that match all of the
following conditions:

o Level Greater Than or Equal To
Information

o attack ~ Botnet and
(action!="'detected' or action!="pass
session')

Disabled by default
e Severity: Critical
e Log Type: Event
e Event Category: System
e Group by: Message

e Log messages that match all
conditions:

o Log Description Equal To
System services entered
conserve mode

Disabled by default
e Severity: Medium
e Log Type: Traffic Log
e Event Category: DLP
e Group by: DLP Rule Name
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DNS Botnet C-and-C - High

Severity

HA Failover

Interface Down
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o Log messages that match all
conditions:

o Security Action Equal To Blocked

Enabled by default

Severity: High
Log Type: DNS
Group by: Message

Log messages that match all
conditions:

o Level Equal To Warning

o Generic Text Filter:
botnetip!=" or
botnetdomain!=""

Disabled by default

Severity: Medium

Log Type: Event Log

Event Category: HA

Group by: Log Description

O

Log messages that match any of the
following conditions:

Log Description Equal To Virtual
cluster move member

Log Description Equal To Virtual
cluster member state moved

isabled by default

Severity: High

Log Type: Event Log

Event Category: System

Group by: Message

o Log messages that match all
conditions:

16



Interface Up

IPS - Critical Severity

IPS - High Severity

Web Filter Event
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o Action Equal To interface-stat-
change

o Status Equal To DOWN
Disabled by default
e Severity: Medium
e Log Type: Event Log
e Event Category: System
e Group by: Message

o Log messages that match all
conditions:

o Action Equal To interface-
stat-change

o Status Equal To UP
Enabled by default
e Severity: Critical
e Log Type: IPS
e Group by: Attack Name

o Log messages that match all
conditions:

o Severity Equal To Critical
Enabled by default
e Severity: High
e Log Type: IPS
e Group by: Attack Name

o Log messages that match all
conditions:

o Severity Equal To High
Enabled by default
e Severity: Medium

e Log Type: Traffic Log
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Event Category: Web Filter

Group by: Category

Log messages that match any of the
following conditions:

(@)

Web Category Equal To Child
Abuse

Web Category Equal To
Discrimination

Web Category Equal To Drug
Abuse

Web Category Equal to Explicit
Violence

Web Category Equal to Extremist
Groups

Web Category Equal to Hacking

Web Category Equal to lllegal or
Unethical

Web Category Equal to
Plagiarism

Web Category Equal to Proxy
Avoidance

Web Category Equal to
Malicious Websites

Web Category Equal to Phishing

Web Category Equal to Spam
URLs

event handlers gl Jké

slowl Laslas; 0T 51 da U o3 S s | event handler b luol o s 5o Cio as i 5l Sl 53 8 gl
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www.PardisPars.com | 021 88327832

3,05 01 05 5 Ji e 5

1PV



Wl uazd gy Slbl | gl S b
ok a5 i S S Sl cdgled Sl s edd i xS 51 la Jaia ol 5 basllestt B sls Ll S
Aaled g Ko 1y bajlastl gos S0 2l gl
b s Sl gole b
A5l 513 ;s ADOM s S s tedas S s 03Lizl ADOM 1 81
& » Event Management> Event Handler List ..« .Y
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Create New Handler

Status

Generic Text Filter @

Notifications

[ Send Alert Email

[ Send SNMP(v1/v2) Trap
[ Send SNMP(v3) Trap
[ Send Alert to Syslog Server

[ Send Each Alert Separately

Name
Description
Devices @ All Devices (O Specify () Local Device
Severity Medium
Filters
Log Type | Traffic Log v
Event Category | Application Control v
Group By | Application Name T ‘
Logs match (O All ® Any of the following conditions
Log Field Match Criteria
Level | EqualTo v .|+

Generate alert when at least| 1 [#]  matches occurred over a period of | 30 |3 minutes

N

%SQS:.LSOK6})fjb>‘>fl>u“)6»bﬁ::)k«‘duwl*ﬂ‘f K3

2y sttt Jaia Ll OK (g5 SIS0

WA Jus axio Sy sl

2| Create New Handler pane ;s s> 50 Sladas 5500 53 53 Sl

Status

Sl e Jaa glaslas , 058 Il b/ Jlad

Name el Jhn gl ol S 05 S WL
Description AL s Jha Sigl sy s Ol g
Devices P I P P P
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Severity

Filters

Log Type

Event Category

Group By

Logs Match

Log Field

Match Criteria

Value
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Remove b 0s S G
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Notification ‘...h.e S ol pe Jaa js edd o sl gun Sy
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Generate alert when at least N glaslas ) slaw .auled 5,05 ,Uas! slowl sl » threshold fui
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Send Alert Email 23 Jeal sla il sl a5 5 e Jliyl sl ds g Hllas |
258 o paSia g pw Je Sldas s
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AeS axl e s o Lasl g 5l glaodt cdalin gl @
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Sph Sl S8 O s 4 il Jloy slaesl 53 asis aS 515 s 5 LB
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g3y Sl 8w s s gl o g5 bl SBLET 5 Lol plas stias 5L All Event

Ly g0ty el S S5 s et glasl )

=°2 Event Management v ADOM: root @ Q1 ‘ admin ~

€3 All Events

Calendar View Events by Severity
300+
= Event Handler List

250 4

M Event(174) 2004
W PN (80)

M Application Contral (31) 1501
B Antivirus (30) 100+

M Other Types... (61)
50+

N B

T
Critical High Medium Low

Recent Events (356) [ Show Acknowledged [ Q]

o # Event Name Device Count Severity  Event Type Last Update Handler

O 74  Extremist Groups FG600C3912800651[vd1] 3 Medium & Web Filter 2017-12-12 14:00:56 UTM Web Filter E
O 75  Proxy Avoidance FGT91E4Q16000524[root] 2 Medium & Web Filter 2017-12-12 14:00:43 UTM Web Filter E
O 76 Kproxy FGT91E4Q16000524[ro0t] 1 IEIE]) [ Appiication Control 2017-12-12 14:00:43 UTM App Ctrl Eve
0O 77  Hacking FG101E4Q1700073%[root] 5 Medium € Web Filter 2017-12-12 13:53:06 UTM Web Filter E
O 78 OTE.Header.PHP.File.Inclusion FG600C3912800651[vdl] 5 High P IPS 2017-12-12 13:50:20 |IPS - High Severity
O 79  liSadmin.ISM.DLL.Access FG10CH3G11601832 3 High $IPS 2017-12-12 13:50:20 |IPS - High Severity
O 80 Asprox.Botnet fgt111c 9 m I3 Application Control 2017-12-12 13:36:25 App Ctrl Event

O 81 Asprox.Botnet fgtlllc 9 m [ Application Control  2017-12-12 13:35:02 UTM App Ctrl Eve
O 82  Extremist Groups Van_Office_FW1 2 Medium € Web Filter 2017-12-12 13:30:36  UTM Web Filter E
O 83  Extremist Groups FG10CH3G11601832 2 Medium & Web Filter 2017-12-12 13:30:09 UTM Web Filter E

oble 9 Gl glepls Hlaged Sy g5 bl p slag,
g o
Event by Type
S0 215 e 0K a8 sluws g la e sluws sdalie gl p @

S PR S | -
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o led
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Wl uaed gz Olblu )l esungl S i
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J.:‘.) &:A-Yﬁ‘ b— EED) Bs c.)‘.,\}'-) g:)l:jj?- odalin LS‘;’ mJ..::j’Z.L.:é LSLAJ‘J\}‘) C_,\.m.:.‘ L: Recent EventS w DL
Apled edalia | (g iy Olir B s SIS

#  vDate/Time lLevel Device ID Group Profile  Destination  Sourc( - s o,
Event Name Proxy.HTTP Port seeurt
ol Level information
Severity 5 10-0318:39 information FGT37D4800800... 80 172.% Threat Level low
Type & Application Control 6 10-0318:39 information FGT37D4800800... 80 172. Threat Score
Count 2% 7 10031837 information FGT37D4800800... 80 72, 7 GE”LW‘ID
og
Addtionsl o Proy 8 10031837 information FGT37D4800800... 80 172, Message
9 100318:36 information FGT37D4800800... 8080 172, Session ID
Last Update 2016-10-00 18:00:18 ime 5
10 100318:36 information FGT37D4800800... 8080 172, ime Stamp
Device FGT37D0000500007 11 100318:35 information FGT37D4800800... 80 172, s Virtual Domain
+ Source
Event Handler  UTM App Ctrl Event 12 100318:35 information FGT37D4800800... 80 172, . Destination
Comment 13 100318:34 information FGT37D4800800... 80 172, & Action
14 100318:33 information FGT37D4800800... 80 172. Action pass
Policy ID
15 10031831 information FGT37D4800800... 80 172, e ”
- Application
16 100318:29 information FGT37D4800800... 80 172, ) Threat
17 100318:27 information FGT37D4800800... 80 172, =-Type
10-03 18:23 3 Event Type app-ctriall
Sub Type app-ctrl
19 100318:23 information FGT37D4800800... 443 172. Type
utm
:} 20 10-0318:23 information FGT37D4800800... 243 172, 4 Others
21 100318:23 information FGT37D4800800... 443 172,
22 100318:23 information FGT37D4800800... 80 172.,
< >
© Total logs stored for 1000 [+| items per

analytics: 15 days 4 hours. e Detait
page .
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CLI Console
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Create New Log Forwarding

Name LogForward

Status

Remote Server Type @® FortiAnalyzer O Syslog ) Common Event Format(CEF)

Server IP 10.10:1010
Reliable Connection
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Remote Server Type
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Device Filter
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Server IP

User

Secure Connection
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Local ADOM
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Enable Filters
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" Expand All  Collapse All

Request Time Host/Server IP User Status Action
w Received Request(1)
15:01:55 FAZVM&4(FAZ-VMO000000001)  admino & Waiting for approval :]

B Fetch Request(1)
A8 SUs Expand All g5 5 150 15 51 .aS i |y ool s> 55 Received Request s 31 .Y

sl s Waiting for Approval cil- s ol s> 53 Cuns
355 0 3L Review Request axin .S ¢ K30 1) cl =55 A5l 5« Review ¢y, , SUSL ¥
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Review Request

Host Name FAZVM&4

Serial No. FAZ-VMO0000000000

Version v5.6.0

User Agg

Devices ADOM Device VDOM
root FGVMEV0000000000 =

Filters Nane

Time Period 16:02 2016/01/30 - 16:02 2017/02/02

Secure Connection

=

5y Sl s Reject g5y » SIS L L spd o ab ol col sy Approve «u S s, » SIS L g
J}J&

JL&)‘%%&UJ‘)L@ATJﬁ&&)}iwbL;.w‘j})béug‘YJJﬁcbﬁwﬁ#‘o“db)|w‘j>)bj§‘

Do 5 SIS Sl g a6l s Rejected on - e s ol Cund g D4 3, c,....:\;;’-yﬁ\ Lkl e

.J‘j)&

fetch (o 5 jemilo

C,«w‘ ‘)‘J ‘)\)Jﬂjﬁm—i%db‘jb}) OM‘)}:.:.’LA Q&d‘fetch C;.w‘f-)b L}}-‘JA

fetch |~ G o5 s Clssl 1, Sessions s 5 & 5 ,» System Settings> Fetcher Management ... «
WS> L sresume L sass o280 s pause sl eslizal b glabst a5 5 OISl Session fetch .ol il |

05 15 =l 035 ale g cancel
L5 o ol S Sl 35 5 355 0 AONE Sl w505 S 1utd Gy 558 0 eSS fetching SY o5 LS
Jsb 5L 0l e sl (S S o Sl sliss 515 53 1y LSY oS 55 S Delete 3 b
Lgy Sy Camdy Sl 35 bl s BT Ol 5 63 S (o108 Sl 1 o fetch glaSY cods b asss
5 SY Gl b s 3L G s S SIS 0T s p i Sledbl 03,50 s (gl s o (il GUI 55 1, 18

25 el 2o s wsrebuilding o5 Sl B w55y S &y 4 (318
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botas , Y

6)_51@.> b)ﬁybigjjﬁéj‘)fd‘fjlsbj CAJ§CJJ_}».D QGLL?\J‘&J::M LgLaKYEventLOg em

g lad sdalie | ol Segsajla b aable 3 oo 5 Laply U355 o o0l O cpl Lo 4 .S 0

Aaled eslizal s 2ld 5l Al 5 oo 555 5 5eslS 53 Ll 5Ll 5 LY 5 ot

Aoled sdalin 1) A=l SN ¢ b 4, System Settings> Event Log . «

I Add Fiter & Download B Raw Log [k Historical Log

#  DateTime Level User Sub Type Message

13 2017-07-24 15:07:27 warning system FortiAnalyzer event Quota for adom FortiMail has reached 9~
14 2017-07-24 15:07:18 notice system FortiAn. fi

15 2017-07-24 15:06:49 warning system FortiAn.

16 2017-07-24 15:06:30 notice system FortiAn. 5

17 2017-07-24 15:04:52 notice system FortiAnalyzer event Rolled log file tiog. 1500932455 log of de
18 2017-07-24 15:04:17 notice system FortiAnalyzer event

Add Filter

Download

Raw Log / Formatted Log

Historical Log

Back

View
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Rolled log file tlog.1500933516.log of de

Mol 3 e s slaan S

sub type . ,,5 Y T bl 5 sl SN
Hgd e A ply b

35 b g b CSV g & Laslas, Y
Lgd a3 ghils 5 geelS

» bSY Cnsy axS KU Raw Log s,
S9y g SIS L asl cdalie LU raw -
sdalin Jyd> o JB s |, LT Formatted Log

.Jw‘.q.;da

2 e sbSY e @ ol gy, p SIS
.J».;.'SaMLiueb éJU

Ssens sdalia Sl b 558 ol 535 5 SIS U
s S a5k

Coly b ke Cuyy BB absl SY gl kU
a.uu'wb Q}f@‘@‘j&jﬂd_gjﬁoé;&gs

o led

e

Py



Delete

Clear

Type

Search

Partition

#

Date Time

Level

User

Sub Type

ol 33 8 o Bl au 8 pl bods Sl 6 SY
el o s JB g (59, p SIS cnl, L O
G5l e pl g e S| Sl gl LU SY
| uﬂh))éﬁé})ﬁ&gswb
S o SBE f g Cd
e Event Log

e FDS Upload Log
plml le G055 sl b LSY s e
B
23S 2bEY sl ‘..:L.J 9 LY Glamiv i,
..U_,J&L;o el Jo’w oo ol

el ol e3ly Ol 5 Sledlbl

il B Y sbml b 5 O

SN ch”“

Debug Error
Information Critical
Notification Alert
Warning Emergency

The log sub-type:
System manager event HA event
FG-FM protocol event Firmware manager event
Device configuration event FortiGuard service event

Global database event FortiClient manager event
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Script manager event FortiMail manager event
Web portal event Debug I/0 log event
Firewall objects event Configuration change event
Policy console event Device manager event
VPN console event Web service event

Endpoint manager event FortiAnalyzer event
Revision history event Log daemon event
Deployment manager event FIPS-CC event
Real-time monitor event Managed devices event

Log and report manager event
Message g oo 0313 Suled LEY Sl
Lolus , FY 08, yild
J}";’ch LS)")‘;J:’L:A )‘J”‘ )‘}J BL Add Fllter )‘ oslaul Lv Ua:\,b-) gy

5l 8 3 eslizwl b Fortiview sus aods 138 s

Add Filter ;s s 23 05 5 jasie )
S ks as SIS Add Filter (g, » ol Sl |, summary view ;i g i @
e ke e NOT Ol b doles s 0T gl |y (6oldis e 5 dled Sl o)
S Jrate aa a5 LETOF w35 L 5 S sl A cpdier Al e Olas &G s S e
G i o 3515 SWitch to advanced Search ot g, SIS L iy (g gt @
059l o) 2 SIS L5 S oo b 1y 355 (gt Slaskne Sl 55 5 st oo b i

A3 S e 5L Jseme (2 U= 4 Switch to Regular
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Wl uazd gy Slbl | gl S b
Qlbg jeuilbo
it e el el 51 g edalin | LajlS Comd s Al o0 Cand ] Gy b )

S edalin |, s b 4, System Settings> Task Monitor .. «

O o Source Description User Sums  SwrtTime ADOM
O 3 ¥ Device Manager Retrieve Device Configuration L] Mon Feb 6 11:52:27 2017 root
admin
“ ' Install Device Install Device m Mon Feb 6 11:51:02 2017
1 (1of1)
Totalil Pending:0 In Progress:0 Gompleted ( @ Success:1 /& Warning:0 @ Error0 )
1 ModelGate(root)[copy] (root) @  Copy to device done ]
1 (1of1)
o 1 b Device Manager Add Device 0 o Mon Feb 6 11:50:51 2017 root
admin

Ml 3 e ) slaan S

Delete 33 8 o Bl o 51 ol sla,87,18
G 31 0T sl 3l LIS Camdy bl

View
Syl 39>
) G 0 3L 4 by 0 OST SOUNCE O 2 o
Expand Arrow ouled O ol 4 by sblS U S Okl
S g 030>

29 sbwl g Group Error Devices ol

g B RNV S P U PP C S P W |

LSL‘MK:*"" S ‘;;L.J 4 S b'wa.; G bﬁwo:b

-:ﬁv\e: QJ}“’ J‘ngj.é

Group Error Devices

L, ol saalin i, history oK1 ol
Histor
Y 23035 )8 Lt o ey o

45|J &L&)\s .>|M'j.l:.'5)3jo |J 54.1\2} Olie

Pagination .
S V"b': sl 0313 LS Az 2 s

|D ..L;:L:da )LSJA &qu a)Lo.:r
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Source

Description

User

Status

Start Time

ADOM

History
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expand (g5, » SUS Lol s plnil IS plas
aS> 4 gwgws g aiby a Oli edalie O
Al g 3 g ge aze U
L &S asie B s S o Lasin colby Cuale
Sga g odls ol col au g ¢ 5% Sl
Llesls fl>u| b ;A.Ll.b) U'i\ LY L}..\f)lS/leS
I)LS W}
ol 0l il i 5e L :DONE @
el 0l ool 33540 :ErTOT @
sl 03 S s 1, 8 8 :Canceled e
O 058 Wi J= 3 )8 :Canceling o
G
g:,.w‘ OJJS &_L;jiﬁ
e J- s 30T 5,48 Aborting e
ol s sl J3sls J= 5 :Running e
Sad eenls Gl Ao ys g SO Cans
sl Ji- s :Pending e
sle=l:Warning e
el ks g 84S Sl

L ol Ll e history «ass ¢, » SUS'L
S sdaline

PP



SNMP
U8 ol 8 e ol 5aelS gl VT S5 carns s Iyl O ol&aus 555 » SNMP (g5l s L

s gle s SNMP (Cslaslinad U VBT 590 558 00 Sl

aiby oS SNMP Manager .S » Lol |, WaTrap « SNMP Agent ..l ois |55 iy 55 5 SNMP
L s ot ilwesly read-only o jsm 4 V0T 5,5 55 SNMP s)ls sdgs o 1) Jlasl 35050 035 Ao,
Guds 5 &S o 3L |y itrap oKevs read-only <= ;s syl ol 5,85l V3 5 V2 5 VD slaasens

28 o Do

SNMP Agent
SNMP &)kjb&@b)ﬂ\)kjgjﬁwtg})ﬁc“ sl a5 SNMP 5515 2l s SNMP Agent
Gy 2 Gk p s SNMP G IS &) 0 0 .S Lol os i a5 of SNMP community s 8 e

03 LT 5 oS Ll il 58 bl 5 ae s SNMP oty 01l oS ol 5 yoalS

Qbu:.ﬁj:Wﬁtj}jbJ\J&UJU})Jf‘.LSJWH;JUcJJs)j:.:vLab)ﬁYLTL;JﬁWJJ}J&NSNMP
S ol ke o5 oM ol i s SNMP SleSl 1 tacd 30T )55 ol sl oled lsdbl

..Js.SL;cJ}L_‘uLA b oK’LwJ WjNSNMP

45 » SNMP agent T System Settings> Advanced> SNMP ... «

SHMPvIZe
+ Create Mew [ B Delete Q
[1 & Community Name Queries Traps Enable
O sl B
(m] =]
O Teaor B
SHMPI
+ Create Mew [ B Delete Q
[ & User Name Notfication Hosts. Queries
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SNMP Agent

Description

Location

Contact

SNMP v1/2c

Create New

Edit
Delete
User Name

Security Level

Security Level

Queries
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S5 dwles JWd 1, 0T SNMP agent ol b

8 9 SNMP a5 o553 Jb 4y £ (!

395 0 Jluyl YL

2505 Gl 5 5T 5555 )z ol s Sy
S

ol 2 1 oas (K5 Candgn ol 5> g0
aled 3505 395 5L

plnil aib s &S il MBI ol s &5 g &
s led 3509 5,08 1y Ol s

ST 5,8 Oledis 4 S SNMP v1/v2 o)
e 0k 3L

SNMP .l 5 . Create New « 5§ ol b
SNMP agent 3/ ..4sles 4ilsl community
RGOV g | P v E o U | AN A S P

3 s plonil add QS SNMP 1S 2l
S o Bl 1y sk L SNMP 18

b pasis SNMP V3 1l (sl (5,008 ob
3 pd g yaseto SNMP V3 1 lS zial o

osls yolas! SNMPV3 )5 & cauls oS!
2 st

s SNMP ;8 2 4| s SNMP ¢ 555 cid

.aﬁ& 03l

Prr



SNMP v1/2c communities
S .sﬂfb;a S8 skl 3y g0 aSs Gla el Gilal (gl oS sl Sl gz sdn s SSNMP community
SNMP it sl wals glo SNMP community o« Blus o5 558 o b o5k b 3V

lad o Sl s 1y sylse LS e g 5 e b 3 SNMP 51 &S (6 220 cOMMUNity

Sose a Ghy S Ol pioan ASL andls Jslie leks Wl e WSNMP Trap ¢l community »
Cosla sde Clin &S L4 Blsl g4k LﬁwJJT|P455)|J S5 Ol ] .:)\JJJQ-):},&JJL:}&Q}LA:»@GJAS
Alad il s 1y s wl s SNMP o by 0 slac s community » ¢l

L= SNMP community < sl

.2l Jed SNMP agent a5 . 55 o fekes 5 a3, System Settings> Advanced> SNMP ... o )

New SNMP & ~. .15 S Create New (g5, » Jlnl Jls 5« SNMP v1/v2c el ;5 Y
5545 5L Community

New SNMP Community

Name

Hosts:

1P Address/Netmask Interface Delete
Add
Queries:
Protocal Part Enable
1
61 ]
Traps:
Protocol Port Enable
]
]
SNMPE it Enable
Interface | ged -]
ow [~}
-]
(-]
-]
CPU usage exclude NICE threshold [~}
High licensed device (]
High
Log Alert (]
Log Rate (]
Data Rate (]
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Hots

IP Address/Netmask

Interface

Delete

Add

Queries

Traps
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b oS gt 5k glp ool 51 2
5,9 SNMP Community s s plxl ole e

..U};S/& )|J5 oalaiul

& 2sbe <>l SNMP community 3,
3559 S add Ol b Ls,lh s gy 0T 53 swla
sbwl 543 . broadcast of SNMP & &u
.Jéjfuﬁ

[, peis SNMP & by » netmask 5 . 50 IP

0.0.0.0 U"‘JJIP (P e e d el sl
SNMP ;5 = SNMP i,k sl
555 1 3 esliul 5,40 Ll § o COMMUNity
Al LSl 1 ol fuate 4SS 4 45T o 0
SNMP t .5 SJS Delete 04T 63, »
55 8 G oid 5,1y Manager

L e 055 350 Cgr @l ol bl
A BLoI ISl zeie SNMP i sluws . aiL 0
.JJJ‘.) ‘)

VO 25 S ol 488 O g osled 03,5 3509
bxl L3S oyl Som opl dews AL
2 s

ol b)“, d"bf; J.ﬁ Sl Yy CJ)_,% OJLQ.C:»
osled opl 31 latrap Jlu,l gl p 5 V6T 5,68 .ol

..A.'Sd.o osliul QJﬁ:

Pro



SNMP Event

SNMP 5 4i o0 o a5 glaslas; O S Jld

&S Jle,l community 4 1, plo s

Interface IP changed

Log disk space low

CPU Overuse

Memory Low

System Restart

CPU usage exclude NICE threshold

RAID Event (only available for devices
that support RAID)

Power Supply Failed (only available on
supported hardware devices)

High licensed device quota
High licensed log GB/day
Log Alert

Log Rate

Data Rate

: SNMP community .55

.5 » System Settings> Advanced> SNMP ...« )

SIS cl, community s 5 oS SIS Lls community s . « SNMP v1/V2ceais 55 Y

5 o 3L Ll sl Edit SNMP Community o > . aoles Cbssl | Edit e o5
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:SNMP community os S i

A5 » System Settings> Advanced> SNMP ... « .
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Aol SIS Delete ¢, o Jlpl Jle 5l X

29w Juo

Sl ol sl b o |l 55158 4 ey Laodlel iile slaely B das go o3brd 55 VUT 5558 4 s s
Jaﬂi‘)‘}wb)jﬁL_s'jJ;j.&g_é.l}‘.l;j&ﬁ‘ﬂ)‘.b)&ML&‘M\}&U&))JMJ:.A.,\iLo.de.c)‘obl.:ﬁ‘

el o 5g e oo 0 bgy e Soledas il B s System Settings> Advanced> Mail ... «

s

58 el J 0 Gl o bg e 05T e s (gloslizad Jl= 3 55,0 Lo S
e Jeo 055 4L
&5 » System Settings> Advanced> Mail Server ...« .

;L Create New Mail Server Settings o > .18 s Create New sy, . 15l Jlg 30 Y

St

Create New Mail Server Settings

SMTP Server Name

Mail Server

SMTP Server Port 25 =)
Enable Authentication a
E-Mail Account
Password
=T

J":'.’.L“"OKJ)J"‘“J‘:‘C"}L"“;PWJ°>‘>¢l’”‘ﬂJQW}SwL“‘j‘)QW Y

Jﬁl-u' g:)\:'aﬁ‘ aﬁ)jfaSMTP Ls‘ﬁ fu&i

Mail Server Al 3509 1) 59 Joo Ol
Sl N -\ﬁw JJ‘} b 29 SMTP CJJ_,?} eJLo.::

SMTP Server Port
Sl YO 24
Enable Authentication A plowil |5 Sy gp 5l g5l Jd
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el 53 Jad 4y S el b 55l 1, ST ey

Email Account

PL Q}f Cﬂ" ...‘\:.:S DJ‘J ‘) ‘}?ﬁ-ﬂ C;.SlS‘ )J?F 4.».15
.L&L: aMJLﬂéCﬁﬁjF‘ASJJS&ﬂS&‘,&

Password

D9 Jeo M2
A5 » System Settings> Advanced> Mail Server ,.. « .
Edit Mail Server Settings o > .4sle SIS ol Edit (555 5 g0 5l ctiS SIS Lls 55 555 5 Y
g g Sk
Aaled SIS OK (g5 1 ol g o 5 S Jlosl 1y Ol pis Sl 553 bl 5 ¥
9w S C”}‘JT

A5 » System Settings> Advanced> Mail Server ,..« .

«

v\:.’l.wul?;:.s‘bw)f:)}aéj‘}ﬂ

'4{

ot b st play i 1 OK e 5638 555 doled Jlsl ) s ply Sl 513 S ol sl 8

Al dal g el oled
A el atas Aol Glo sl S OK (65, » SISL 0
Doy Je 035 Sl
.45 » System Settings> Advanced> Mail Server ...« .\
A8 Rl dgled Bl dal g 0 aS (o m Jae Y
LS SUs Delete ¢, » il Jlg sl Y
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Syslog Server

Aeas el | a5 syslog s, oleas U sy » System Settings> Advanced> Syslog Server ... «

315 5525 bay s e SYSIOG 05 S Ll 5 i (il O
s SYSlOg G 05 S 4L
45 » System Settings> Advanced> Syslog Server ,..« .

L Create New Syslog Server Settings » >, .15 s Create New (5, il s 31 Y

Sy 03l3

Create New Syslog Server Settings

Name
IP address {or FQDN})

Syslog Server Port 514

o

JﬁLﬁJ&QS.LﬁUu.P-OKsz)fjo)\)f@‘@tﬁrﬁﬁwb‘f‘)ﬂ)c)w Y'

5,15 1, syslog server « L ,» FQDN L . 51 IP
IP address or FQDN

o led

e

Ot S dmled 3505 15 9 SYSlOg e o le
Syslog Server Port

Asb 0514 55
19 SYSlOg G sl s
A5 » System Settings> Advanced> Syslog server ..« .\

Edit Syslog Server o >, .48 Ol | Edit a0 8 g 31 s 5 dolad SIS Lls 550 55 2 Y

e o 5L Ll sl Settings

J.:’:.LuggtlgOKngjj.:Q\Jx&;JL&‘QP)eJ;ﬁ\ﬁj)@wb\j‘)Qw Y
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159 0 SYSIOG (o) p g
45 » System Settings> Advanced> Syslog Server ,..« .

S J\A‘? 03l3 L),Z{.Luwts‘f CA.:M) LSUQP-[_:.,\.:.LU J:il.w u<.:.LSTeSt 65)]’)‘)”‘)‘}’)‘ Y

a5 pu/ 55 0 SYSlOg 05 S >

&5 » System Settings> Advanced> Syslog Server ...« .\

oS Ol |y duled Gl Wyl by aS ey g i/ s 0w Y

LS SUs Delete g, il e 51 Y

L o Bl Sl gl 0 OK gy, » SISL 8
Lo Lo
Sl bl Ol e BLSI 1 (sloss DDl sy Sy ol 53 45 das o |y Ol (ol el & Laldle
2513 2y adld o3Il (i iamen 5 atdls sy oL L ol
S By Mae 35 esls Lol Sledbl oF 3 el Lo i b ez ol a8 S lie sl &y m 4 45 (glld
ol il el sl b sl ST e 35050 S o8 03 e Sl (S 358 sl AL
Blol ) LeSoul &8 Ll 55 glojsloe 8 K dilen L5 o Lol L Sledbl (gl laals 35 S 515 il
2,13 3 ol s Sl 05 S Wl gl s laals O S s O S e
Lotbloe dons plowil 1 Lasdilie st Sy U 5 » System Settings> Advanced> Meta Fields ... «

Ao S Gl 5 ad il s (sl Blal Al S s

+ Create New [# Edit T Delete ,”Expand All ¥ Collapse All

O 4 MetaFields Length Importance Status
Contact Email 50 Optional Enabled
Contact Phone 50 Optional Enabled
City 50 Optional Enabled
Company/Organization 50 Optional Enabled
Contact 50 Optional Enabled

50 Optional Enabled
Province/State 50 Optional Enabled
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e Wbl S 08 S sl
&5 » System Settings> Advanced> Meta Fields ..« )

335 3L Create New Field ¢ >, .15 s Create New (5, » i3l 5l 30 .Y

Create New Meta Fields

Obict
Name

Lot

Importance (O Optional (® Required
Status () Disabled (3) Enabled

Jols SIS OK MS:L;))ﬁL@ﬁ|):)e:\J¢k>,a\ﬁj Ol g wlal 1y oledes X

1595 00 Jles!l gl @ ke a5 (63,090

ool g cpals 5 o&aws slaey B claolKas

Name sled 55l CU QS.‘). A5l eslanw! 6‘ﬁ

soly A g dyls o3l &S gla ST, Idde o i

Length
O DA ] RCION B PR WY O

555 g bl a5 s 0 csl Required a8 sl
Importance _ N i i
2,8 0 oA G Ay o) gl pE s

e e ald opl 553 o Esl Disable 4 ¥ Ol
Status

<l Enable 53 . Olbl sl

&5 » System Settings> Advanced> Meta Fields ..« )

;L Edit Meta Fields o 2y .l SUS 15 Edit 4y 58 g 5 cdes SIS Bl s G g5, Y
J‘}..QL;O
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Wl uazd gy Slbl | gl S b
b s S i

&5 » System Settings> Advanced> Meta Fields ..« )

Al Ol 1 1S SU sl o oS sladls b als Y

Aol SIS Delete ¢, o Llpl Jle 5l X

23,8 Gl bl gladly/als U auled SUSOK (g5, 5 aulb cgr
Lt Sb g e B ey sl
olwd sy
S (S Sams Gy o 1 Wslst ) 5 et SN B 3,108 e L Slastt s | Ol ol VBT 558
Ailgn IS BB WS e a5 » OHSLL iles 5 SY s (e Al o e LB L LU SY L
s o bl 3 SlalS S o dlys |t slannT SY VLT 5558 68 Sl

el iy VG g Sloee ol 5l LB SY LTSl auls @

o o Sl dm sl g e 4SS50 53 (S35 ey 45 edew O Ol LT &S 550 S @

D g
OJVJQ_@‘J.S.?JJ“};&LW‘JJO&MJg;m‘oJ:M)oMLsJJ)ML:JJQLA)MQM)L;GJ?J‘MJ}VLM&Y&B}
g_,..:U skaas Olis oS ol L;aL:X Se M\j} XIOgNlOg JKNU 4 rj_é BE J)Lé CL’ Mbda {Lﬁaj b Jl:.é g‘}}
S ol S5 e 0o i Bl e 53555 SY sl ils ey b blize & ol Lias sas S N 5 SY

Lo bl Y s e il SY o AT L il sl s

Sape 03 5 odkd 34T lalog JLSG wsl e SY s5LT 31K 5s e 003 (tlogllog Sl s wus Sy
Wyl g and e d s Lsd el GUE G b 3l

FG3K6A3406600001-tlog.1252929496.log-2017-09-29-08-03-54.g7

LTSl day &5 g oy 55 Ll |y Cnds S350 s 4 Ol gt Ll 03 S b 15 108 055 5 54T S

ot U SV 3T 515,18 o 13 sbitd 3,50 Smss (5L 51 5tk 03,8 s3] i 55 5 33,8 i SalS oY

L g 3 shl asie glagtisles 53 LY ol Jlb b 55 ,w FTP &S Sloj asle AL ol an
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L Jl 5 g S il 5 e CLE 5 GUI 3l oslinaal b LT 058 5 50T 5 SY 513

$GUT 40 o3liiw! 9 590 TY 3glT g s S

L o&iws SY w0 by e Sladas 5 a3, System Settings> Advanced> Device Log Settings ... «

Device Log Seftings

Registered Device Logs

Roll log file when size exceeds (10-500M8

Roll log files at scheduled time

Upload logs using a standard file transfer protocol
Upload Server Type P o
0000

Upload Server IP
User Name
Password
Remote Directory

Upload Log Files

[ Upload log files in gzip file format

O Delete log files after uploading

Local Device Log

Send the local event logs to FortiAnalyzer/FortiManager

IP Address

0.0.0.0

Upload Option

severity Level
[ Secure connection for log transmission

® When rolled () Dailyat |00 | Hour

@ Realtime O Schedule Time

Apply

LS APPLY e 5 030 plsil 5 o Slmes 5 el 1) Sleas

Registered Device Logs

Roll log file when size exceeds

Roll log files at scheduled time

Upload logs using a standard file transfer
protocol
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y}&o,yq.%wa,l,!,&ufvﬁp
AL o 200MB
I, aads 5 celue ,laae e 5 :Daily o
Aled ateise
Iy 425 5 celw oy < 3l :\Weekly o
el ateie
gy oladas 5638 Sl 1) LSY (6,108 ,L

RESY Y flau|
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Upload Server Type
Upload Server IP

User Name

Password

Remote Directory

Upload Log Files

Upload rolled files in gzip file format

Delete files after uploading

Local Device Log

Send the local event logs to FortiAnalyzer
/ FortiManager

IP Address

Upload Option

Severity Level

Secure connection for log transmission
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File Management

Automatically Delete

[ Device log files older than 365 = Days +  Scheduled daily at ime  00:00
[ Reports older than 365 E Days v  Scheduled daily at ime  00:00
[[J Content archive files older than 365 = Days +»  Scheduled daily at time  00:00
[[J Quarantined files older than 365 E Days v  Scheduled daily at ime  00:00
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AP Manager

FortiClient Manager

VPN Manager

FortiSwitch Manager
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config system global
set fmg-status enable

end
g0 e edls ol 3 OV

Changing fmg status will affect FAZ feature. If you continue, system will reboot.

Do you want to continue? (y/n)
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config system global
set fmg-status disable

end
3gh el b 5 OOl

hanging fmg status will affect FAZ feature. If you continue, system will reboot.

Do you want to continue? (y/n)
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